KDDI's Network Monitoring Service

Manufacturing

Improving Operational Resilience
Through OT and IoT Visibility and Security

* Survey
* POC (Proof of Concept)
* 1st time consultation

Using Anomaly Detection to Identify At-Risk Devices and
Processes Before They Fail, the Nozomi Networks solution
protects against operational disruption by detecting when
a specific device or automated operationis deviating from
its baseline and moving towards a state that could disrupt services. It also identifies if vendor work has been

completed or not, ensuring that maintenance is done on time. Operators leverage a simple, consolidated
view of what's happening and receive alerts prompting them to act before a device or automated operation fails.
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Use Case: Effectively Monitoring the ICS Network
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What Happened?
6 New variable value (0339966, expected range is [0.335968, 0.337982]) for variable 192168.174.11/5889/i0a-218 fi0a-2-18 at RTU 5889)

Actor details

MAC 00:00:23:28:2e:0b
TCP/IP port. 56465 TCP/IP port 2404
Roles consumer Foles producer

Additional details

Created time Closed time Acknowledged Threat name
202010-07001904 never no na.

Trigger type Trigger id Is incident Is security
na na no ves
Session id Bpf filter Note

na. ip host 19216817411 and ip host 192168112 and tep port 564650

4
and tep port 2404

MITRE ATT&CK information

Mitre attack techniques Mitre attack tacties

Benefit!

* Network-wide situational awareness

* Faster troubleshooting of system changes and issues
* Better oversight of vulnerabilities and risks

* Higher operational reliability
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